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Abstract: To explore the detail of operational risk faced by digital banking 
during the Covid-19 pandemic in Indonesia, including the highest Delta 
variant outbreak in the worldwide; and at the same time, to explore the most 
efficient and effective strategies to minimize the operational risk. This 
research uses qualitative methods, namely interviews and documentation 
through public social media.  Digital banking did not use innovative strategies 
to overturn and tackle the existing strategies before the pandemic occurred, 
and the banking sector tended only to update the strategies by strengthening, 
maximalising and optimalising facilities due to the increasing usage of mobile 
and internet banking. Due to the Covid-19 pandemic, this research has tended 
to utilise online interviews through social media with less meetings in person 
meaning there is a lack of information about the gestures and signal of 
respondents. Operational risk defines deeper innovative strategies to tackle the 
larger and wider scope of implementation digital banking in Indonesia. The 
banking needs to optimise the updating system through empowering and 
strengthening how it tackles the bigger operational risks thar come with bigger 
volume and the same operational risk patterns in the Indonesian context. 
Society could be enlightened on the best way of engaging in working from 
home and working from the office for the purposes of social distancing to 
avoid spreading Covid-19 thus reducing the risk of death. Using qualitative 
research methods, the identification and measurement of operational risk, and 
how to avoid it, from the perspective of Enterprise Risk Management, when 
implementing digital banking in the era of the Covid-19 pandemic as a result 
of implementing a partial lockdown in Indonesia. 

Keywords: enterprise risk management, covid-19, partial lockdown (PPKM), 
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INTRODUCTION 

An arrangement called “Work From Home” (WFH) was an impact of the Covid-19 pandemic 

and was a kind of restriction of social activities carried out in various sectors, especially in the crucial 

banking sector. The banking system in Indonesia has now begun to expand its facilities so that its 

customers can obtain various kinds of services independently (self-service) without them needing to 

visit the bank office to carry out various types of transactions (cash, payments, transfers) and avail 

themselves of various other services including closing accounts. These digital services are collec-

tively referred to as digital banking [19]. The digital banking system, through internet banking and 

mobile banking, is the main tool employed by banking businesses in the era of Covid-19 in supporting 

Community Activities Restrictions Enforcement or CARE (Indonesian acronym: PPKM). 

In maximising their services to customers, banking service providers need to develop a digital 

banking system that is able to meet customer needs by making full use of banking resources [7], [17]. 

The implementation of WFH, in the context of the social restrictions on the community in order to 
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break the chain of the spread of Covid-19, needs to be supported through the provision of banking 

services for customers so they can continue to carry out productive activities in terms of banking. For 

this, the banking sector needs to perfect a suitable digital banking system for the Indonesian people, 

especially one that is able to integrate with the global system in order to carry out international finan-

cial activities, especially those related to banking [7]. 

The impact of the Covid-19 pandemic on banks saw an increase in the volume of banking 

transactions, so the existence of the digital banking implemented by banks greatly assisted banking 

activities in the PPKM era. The implementation of a digital banking system that was in accordance 

with customer needs would significantly improve customer performance. The banking service pro-

vider needed to identify and measure the operational risks of digital banking services which were an 

obstacle to banking so that they could review, revise and update the digital banking service system 

so that it was appropriate, effective and efficient. 

How was the exploration conducted by digital banking service providers—namely the 

banks—able to identify and measure the operational risks of an effective and efficient digital banking 

service in order to optimalise it for both the banking industry and the customers while also being able 

to optimalise the use of the resources owned by service providers in the Covid-19 pandemic era during 

the implementation of PPKM (Partial Lockdown) in Indonesia? 

An effective and efficient corporate strategy needed to be established in order to be capable 

of winning in the face of rapidly increasing business competition [6]. This necessitated creating a 

digital banking system, involving both internet banking and mobile banking, that was more updated 

so that it could support the activities of the banking sector in Indonesia in the era of Covid-19 and 

minimise operational risk. Banks provided a digital banking system, both internet banking and mobile 

banking, that was able to meet the needs of customers as digital banking users during the Covid-19 

pandemic era when PPKM was being implemented in Indonesia. 

Using qualitative research methods, this study explores the identification, measurement and 

avoidance of operational risk using an Enterprise Risk Management (ERM) system in the implemen-

tation of digital banking in the era of the covid-19 pandemic and as a result of implementing PPKM 

in Indonesia. Banks have a goal to improve the quality of banking services to customers. The imple-

mentation of online banking in Indonesia is in line with the increasing number of users of mobile 

device which have become part of people's lifestyles. Observing this situation, the banking sector has 

provided easier access to services for its customers such as account opening, transfers, bill payments, 

or other financial planning. online system [18]. 

This study is able to provide a comprehensive picture for the banking business in opening up 

new business opportunities as well as facing challenges, especially the digital banking business, and 

internet banking and mobile banking in particular. 

It is able to help by providing initial steps in identifying and measuring the operational risks 

of digital banking business.  This study provides solutions for improving the digital banking system 

that are suitable for the needs of customers, and are effective and efficient for digital banking. This 

study supports government activities, in this case PPKM, which limit movement and social re-

strictions in the community to break the chain of the spread of Covid-19.  

Research conducted by [19] found that the banks BCA and BRI have low operational risk 

according to customers who were surveyed. Although BCA is considered to have lower operational 

risk than BRI, several areas such as system risk need more attention, while research by [17] deals 
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with the implementation of internet banking risk management. In addition to providing convenience 

for customers, internet banking also has the potential to increase risk and many previous studies dis-

cussing the operational risks of digital banking utilize quantitative research. 

However, this study discusses the operational risks of digital banking by exploring it in detail through 

research using qualitative methods through interviews, FGDs and open questionnaires with users and 

providers of mobile banking services at Bank BCA, BNI 46, Bank Mandiri, and BRI so as to be able 

to uncover the crucial factors in perfecting an effective and efficient digital banking system. 

 

METHOD 

This study uses qualitative methods to collect information, such as focus group discussions. This 

approach is considered to be in line with the objectives of this study because it explores, in depth, the 

operational risk faced by implementing digital banking business amid the PPKM lockdown during 

the Covid-19 pandemic [24]. 

Type and source of data 

The primary data are those that are directly provided to data collectors [24]. The primary data 

collected in this study have been obtained directly from respondents or informants through debriefings or 

interviews. The targeted respondents were bank’s middle managers who were able to represent the interests 

of their banks’ top managers; respondents also included lower-level managers who worked in cooperation 

with the top managers and ensured their policies were carried out. 

The indicators, measurements, and dimensions used in previous research [19], which are mostly 

quantitative research of the same type that discuss banking digital operational risks, have been used: struc-

tured, semi-structured, and open-ended questions questionnaires and in-depth interviews. Focus Group 

Discussions (FGDs) have been developed for this qualitative research by conducting analytical interviews 

using big data regarding the disclosure of banking constraints in the application of digital banking, in addi-

tion to reavealing the architect of digital banking in each bank and how they are concerned by disclosing 

problems faced, and analysing the pattern of types of transactions and what risks arise, especially in the 

pandemic era during the implementation of PPKM. 

Face-to-face interviews took place at each bank’s operational offices, for one hour each, over a pe-

riod of one day of direct discussions at the central office. The rest of the time, interviews were conducted 

indirectly through the application “Messenger”, or by phone, or email. Most of the interviews were con-

ducted during working hours or depended on the availability of the informants. The duration of each inter-

view depended on whether the respondent had already met with the interviewer. Some were interviewed be-

tween two and four times. This study has used abbreviations, instead of the respondents’ names, to maintain 

confidentiality and encourage informants to provide vital information.  

According to [25], anonymity “requires that each researcher systematically change the subject’s real 

name to a pseudonym or case number when reporting data”. Anonymity is important because the infor-

mation obtained from each bank respondent may be used in a public or private document, in print or 

an electronic format [26].  

Other data were obtained from documents that provide information on banks’ investments for infra-

structure and from contracts, codes of ethics, procedures, literature, scientific journals, archives and official 

documents related to research institutions. 
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“Purposive sampling” was used to determine which respondents to interview for the qualitative 

data-gathering process. Purposive sampling is decision-based and depends on the objectives and criteria of the 

research [27]. The respondents selected through this process were from both Islamic and conventional banks 

and matched the following criteria:  

1) Representatives of one of the four biggest bank in Indonesia [9]. 

2) Their banks have implemented fully mobile banking and or internet banking 

The following are the respondents from respective banks: 

 

Research objectives 

Forming an architectural design for digital banking systems, both internet banking and mobile 

banking, that suits customer needs in the Covid-19 pandemic era while providing an effective and 

efficient digital banking system architecture design for the digital banking business by minimizing 

operational risk. 

Research Road Map 

Conceptual framework 

The implementation of digital banking throughout the partial lockdown brought with it oper-

ational risks for the banking industries. Hence, this research segregates Enterprise Risk Management 

to manage two risk categories: 1) internal risk and 2) external risk. On one hand, internal risks to be 

managed are risks that come from inside a bank that include human resource risks, system and tech-

nology risks, and physical risks. On the other hand, external risks to be managed include risks that 

come from outside a bank and these are economic risks, natural risk and political risks. Those risks 

that come from outside and inside a bank relate to the implementation and existence of digital banking 

meaning mobile and internet banking as depicted in Figure 2. The relevant risk in this research focus 

on all the implementation during the Covid-19 pandemic starting from the outbreak in December 

2019 until now. 

 

      Figure 2. Research Conceptual Framework 

         Source: Author, 2022 
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RESULTS AND DISCUSSION 

Mobile banking and internet banking are widely available in Indonesia through the implemen-

tation of digital banking, but it the existence of digital banking affected and had implications for 

financial services and domestic stakeholders, especially during the pandemic. 

 

ERM Human Resources Risk 

PT Bank Negara Indonesia 46 (BNI 46) continued to strengthen cyber security protection 

during the development of their digitalization of banking services. The development of digitalization 

in the banking industry does not have only positive impacts on banks and customers. For example, 

digitalization is also followed by an increase in the potential for banking crimes. The trend in financial 

crime is for it to be increasingly technology-based. 

One interviewee, hereinafter referred to as RSIP, was the Public Relations Manager at BNI 

46; they explained that digital banking crimes took various forms. Among them are the defrauding of 

customers, namely phishing and spamming, fraud in the form of the misuse of legitimate transactions, 

attacks in the form of leaking customer data, or attacks on bank systems. BNI 46 has three pillars of 

cyber security protection—namely the people, process, and technology—that are always being im-

proved to prevent banking crimes. 

RSIP also stated that the highest risk came from humans, also known as the people aspect. In 

accordance with survey studies conducted by various research institutions, people or customers are 

the weakest points that are most often attacked. For example, customers are deceived by fake call 

centres or social media as if on behalf of the bank. 

RSIP elaborated that, although banks have tried their best to filter with various processes and 

technologies, customers can still consciously give cell phone numbers, PIN/OTP, and personal data 

to fraudsters. To prevent this, BNI 46 always carries out briefings/awareness raising and runs a 24-

hour call centre. 

As for the people pillar, RSIP explained that BNI 46 always improves the professionalism and 

competence of its employees as customer partners by providing various trainings and cyber security 

certifications. Meanwhile, customers are always given tips and kept aware regarding the use of safe 

digital transactions. 

For the process pillar, RSIP also confirmed that BNI 46 adheres to a simple and secure process 

using multilevel verification that can secure funds, transactions, and customer data. This process is 

always being improved to suit the times, such as anti-fraud automation and layered verification of 

customer identities. 

Regarding the technology pillar, RSIP clarified that this state-owned bank applies the latest 

security technology in bank products such as Firewall, Cloud-based Security, Anti-Fraud Detection, 

and the security provided by customer data encryption. BNI 46 also has a system that can maintain 

the availability of services. 

 

ERM System and Technology Risk 

The existence of digital banking, in addition to delivery benefits, similarly has the potential 

to carry several risks. The first digital banking risks are allowed by consumers, especially data secu-

rity risks or cyber risks, privacy, along with data ownership and data governance. This risk can ascend 

due to the vulnerability of computer-based systems and processes that are interrelated and can be 
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oppressed by hackers for pleasure or criminal intent [15], [22]. Of course, the risks confronted by 

consumers will also affect operations, i.e. operational digital banking risks, financial market infra-

structure, or even sectors that are vulnerable to shocks. Further crystallization of these risks could 

have a systemic impact on the whole financial system. 

The banking system is often an easy target for cyber criminals, the more complete digital 

services are, the risk of cybercrime will also increase. This indication is reinforced by the latest report 

released by the National Cyber Security Operations Centre of the National Cyber and Crypto Agency 

(Indonesian acronym: BSSN). According to the institute, in 2020 there were 495 million cyber-at-

tacks. That number is up five times compared to the previous year which saw 228 million cyber-

attacks. 

In terms of the various cyber-attacks that have occurred globally, the financial sector is the 

sector most frequently affected. “Cyber-attacks targeting the banking sector have an economic motive 

with the perpetrators being cybercriminals. Various cases in Indonesia have also often involved bank 

burglary using cyber-attacks by utilizing social engineering, OTP fraud, SIM swaps, weaknesses in 

the banking system and phishing," explained the BSSN’s Director of Vulnerability Identification and 

Risk Assessment of National Critical Information Infrastructure, the interviewee hereinafter referred 

to as IR.  Previously, the World Economic Forum had also released the Global Risk Report 2021 

which said that the risk of cyber-attacks was still one of the highest risks, although it was still below 

the risk of natural disasters, environmental damage and infectious diseases. 

Furthermore, IR from BSSN noted that, throughout 2020, the most frequent cyber incidents 

occurred in the form of malware, phishing, data theft, disturbed denial of service (DdoS), skimming, 

jackpotting, and bugs or weaknesses in banking information systems . One of the most common cyber 

incidents were due to malware, viruses, or trojans. Check Point Research noted that the most common 

top banking trojans in 2020 were trickbot, ramnit, ursnif, danabot, dridex, and qbot. 

According to IR, cyber-attacks in the form of phishing, malware, trojans, and other attacks 

that cause incidents, can also be triggered due to a lack of security awareness. Chairman of the Bank-

ers Association for Risk Management, an interviewee hereinafter referred to as ASB, strongly agrees 

with IR and states that the banking industry was the main target for cyber-attacks during the pan-

demic. ASB said the banking industry was still the industry most targeted for cyber-attacks with an 

index of 23 percent, followed by the manufacturing and energy industries. 

The most frequent attack variation was ransomware which increased to 23 percent in 2020 

from 20 percent in 2019. This kind of attack seeks to encrypt and steal data so that it can be accessed 

by perpetrators with the aim of demanding a financial ransom. Then, data theft and data leak attacks 

also increased from 5 percent to 13 percent in 2020. These kinds of attack seek to take advantage of 

sensitive data such as banking login credentials. In addition, there are also server access attacks whose 

index has increased from 3 percent to 10 percent in 2020. This kind of attack attempts to access 

important data with unauthorized accounts. Next, there is a form of remote access trojan attack, whose 

index rose from 2 percent to 6 percent. This is an attack involving malware that serves as a backdoor 

to control a bank system. 

Meanwhile, BSSN’s IR also reminded the interviewer that the incidence of attacks in the 

banking sector sees them being more often targeted at internet banking and mobile banking applica-

tions. Various methods are used by hackers to exploit vulnerabilities in internet banking and mobile 

banking application business processes. 
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With the development of cyber threats in the banking sector, IR completed a cyber risk profile 

in the banking sector in 2020 with the scope of internet banking and mobile banking. IR hoped that 

the preparation of the cyber risk profile can be used as a reference focus for the banking industry to 

be able to mitigate potential cyber threats and vulnerabilities. 

BSSN’s 2020 survey on the Banking Sector Risk Profile categorized four risk levels, namely 

very high, high, medium, and low. These risk levels were categorized based on the impact scale and 

likelihood scale of each identified risk.  IR explained that these various risk profiles can have a very 

significant impact on the organization if they occur, especially related to operational and financial 

impacts. “Factors that cause this potential risk can come from internal or external parties of the com-

pany. Internally, fraud can be caused by lack of testing, lack of control and monitoring, or other 

factors. Meanwhile, external parties are related to the lack of security awareness from customers ac-

cording to IR. BSSN’s IR also identified the profile of threats and vulnerabilities of mobile banking 

and internet banking services in Indonesia throughout 2020. This is considering that these two ser-

vices are the most widely used in digital banking services in the Indonesian banking sector in con-

ducting financial transactions. 

It was revealed that the threats to the mobile banking system that there were in 2020 included 

abuse of access rights, phishing attacks on customers, data theft, application mismanagement, mal-

ware attacks, and sim card hijacks. IR explained that every threat to mobile banking can be a risk if 

one or more vulnerabilities are found that can trigger the threat. Although cyber-attacks continue to 

increase from year to year in the financial sector, the mitigation carried out by banking business actors 

has not been in line with the threatening risks. According to IR, the mitigation or management of 

cyber security risk reduction has the lowest rank in Indonesia's banking operational management 

strategy. 

Therefore, IR reminded the interviewer that mitigation to anticipate the risk of cyber-attacks 

is something that must be carried out to prevent an increase in cyber-attacks against banks and finan-

cial institutions. This is especially the case in this new normal era where digital transformation in 

various fields is encouraged. Cyber threats and vulnerabilities in the banking sector can come from 

the consumer or organizational side. Consumers can experience the crimes involving ATM cards and 

mobile banking, while organizations experience vulnerabilities in DDoS, so Application Program-

ming Interfaces (APIs) must be secured according to IR. 

IR concludes that, despite the high number of cyber-attacks on the financial sector, BSSN still 

participates in the cyber security protection of the financial sector through regulations and protection 

services. BSSN implements an information security index to prevent the risk of cyber-attacks that 

can weaken financial and banking organizations. Responding to this, ASB explained that banks con-

tinued to strengthen risk management governance during the pandemic period 2020-2021. In fact, 

mitigation efforts are even more intense and in line with the increasing intensity of cyber-attacks amid 

digital transformation carried out by many banks. ASB also found that banking is directly related to 

data, and the amount of people's savings. After banking, the manufacturing and energy industries are 

new. 

 

ERM Physical Risk 

PT Bank Central Asia Tbk. (BCA) acknowledges that it prioritizes risk mitigation for con-

sumer protection, especially in its digital services. Director of BCA, and interviewee hereinafter 
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referred to as S, explained that consumer protection is a very high priority, given the role of banks as 

a trust-based business institution. BCA acknowledges that it always applies risk management princi-

ples to avoid digital crimes. The weakness is often on the customer side, so this is related to consumer 

protection. However, in Indonesia, cybercrimes that occur, even if there is fraud, are not a sophisti-

cated kind of fraud, so BCA also continues to educate customers. 

This private bank, which has the largest assets, is considered one of the most advanced in 

terms of its digital services. From the start, the electronification of banking services has been BCA's 

focus as the company pursued cost efficiency through digital banking. Interviewee S stated that the 

company's investment in information technology (IT) is the largest allocation in its investment 

budget. In addition to IT investment, the other largest allocation is investment in operations because 

it is recognized that there are still processes in bank services that have not been digitized. 

 

ERM Economic Risk 

For financial services, digital banking has the potential to lead to an "unbundling" and restruc-

turing of existing financial services. The existence of digital banking can "break" the concentration 

that arises in the financial market thus market share will be scattered among competitors who offer 

the same services. As a result, there is no longer the dominance of certain financial intermediary 

institutions in the financial market and the competition that happens has the potential to lower the 

price level of financial services. 

In addition, digital banking will also change the contestability in financial services since of 

the relatively low cost for new entrants to enter the market [11]. With the breakdown of market con-

centration and changes in the contestability of financial services, the composition or structure of fi-

nancial services will also change. These changes, apart from opening up opportunities for diversifi-

cation and decentralization, also have the potential to boost efficiency in the financial system. An 

equally important implication for the financial system is the creation of transparency so that it can 

reduce—if not eliminate—asymmetric information and improve the ability of market participants to 

manage risk. 

The existence of digital banking opens up greater opportunities for consumers, households, 

and the business world, including small and medium enterprises (SMEs), to access financial services. 

In addition, digital banking also offers convenience, speed of service, and lower costs as well as 

convenience for consumers in enjoying financial services. The most important implication and divi-

dend of the various benefits of digital banking is financial inclusion. This is further expected to pro-

mote sustainable economic growth and enable diversification of exposure to overall investment risk. 

 

ERM Natural Risk 

The transformation of financial services towards being digital was increasingly massive dur-

ing the Covid-19 pandemic. Restrictions on individual mobility forced people to use online services 

to fulfil their daily needs. In the banking sector, the policy of social restrictions encouraged the dig-

itization of services which had been echoed several years earlier. 
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ERM Political Risk 

Government Works to Increase Digital Banking Effectiveness and Efficiency 

With these implications, the role of the regulator becomes central, especially in designing and 

implementing proportional financial regulations. The existence of digital banking requires regulation 

that is no longer solely dependent on entities/intermediaries—namely entity-based regulations and/or 

activities, namely activity-based regulations—but that instead provides a greater proportion of activ-

ity-based regulations. The steps taken by the Financial Services Authority (OJK) by issuing its Reg-

ulation No.77/POJK.01/2016 concerning Information Technology-Based Lending and Borrowing 

Services, can be seen as initial evidence of a special proportion of activity-based financial service 

regulations in Indonesia. However, the purpose of the OJK’s regulation is broader. Besides being 

intended to protect consumer interests related to the security of funds and data, it also aims to protect 

national interests related to the prevention of money laundering activities, financing of terrorism, and 

financial system stability. 

On the other hand, Bank Indonesia has also set regulations for digital banking operators whose 

activities are related to the payment system. This is stated in Bank Indonesia Regulation (PBI) 

No.19/12/PBI/2017 concerning the Implementation of Financial Technology and its implementation 

provisions in the Regulation of Members of the Board of Governors (PADG) No. 19/14/PADG/2017 

concerning Financial Technology Regulatory Sandbox and PADG No. 19/15/PADG/2017 concern-

ing Procedures for Registration, Submission of Information, and Monitoring of Financial Technology 

Operators. One of the important points contained in the regulation is the stipulation of the obligation 

of digital banking operators in the field of financial payment system services to register with Bank 

Indonesia. In addition, operators are required to conduct limited trials of the technology used for 

service products and/or financial business models in the regulatory sandbox. This regulatory sandbox 

approach helps regulators to understand the risks that may arise if a digital banking product is widely 

used, but in a controlled environment. 

This will help digital banking providers, especially start-ups, to test products without having to 

bear the full regulatory costs or face law enforcement action. The substance of these regulations is, 

of course, to ensure that digital banking operators do not "run fast and break things". With these 

various regulations, it is hoped that a healthy digital banking ecosystem will be created to support 

sustainable and inclusive national economic growth, while maintaining monetary stability, financial 

system stability, and an efficient, smooth, safe and reliable payment system. 

 

CONCLUSION 

Covid-19 has caused disruption and even collapse in societies all around the globe. Every 

country had to cope with their strength and weaknesses as they tackled the problems that arose be-

cause of pandemic. This was to overcome the spread of the virus, especially the Delta variant, that 

caused the death of thousands of people.  

The Indonesian government implemented PPKM and in doing so there were mechanisms that 

had to be implemented by many individuals and organisations throughout society. Many businesses 

had to institute WFH or WFO.  Many essential businesses in the banking sector had to implement 

WFO while most of their customers were implementing WFH. The implementation of WFH caused 

the usage of digital banking, especially mobile and internet banking, to increase. Making bank 
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transactions at home became the best way to do business without going to bank, engaging in social 

distancing, and avoiding meeting with many people.  

Therefore, the banking sector faced many kinds of risk in updating their digital banking sys-

tem to optimise it to the needs of customers and, at the same time, to comply with government rules 

and regulations aimed at minimising of spread of the Covid-19 virus.  The most dominant risk that 

the digital banking sector had was operational risk. Mitigation of the operational risks of digital bank-

ing was set up using the most effective and efficient Enterprise Risk Management strategy, especially 

during the pandemic era, to minimize the internal and external risks. 
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